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Who am I?

● Nils Amiet
● Research team @ 
● Public speaker
● From Switzerland
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Introduction

● Cryptocurrencies and blockchains are still 
relatively new

● Lots of news stories about people losing 
money due to compromises in blockchain 
ecosystem
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Introducing FumbleChain
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What is FumbleChain?

● FumbleChain hopes to bridge the
awareness gap in a fun way

● Allows you to play with blockchain 
technology in a way that is easy to setup

● The “WebGoat” of blockchain
● Education tool
● Purposefully vulnerable Python3 blockchain
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What’s included (1/4)

● FumbleStore: CTF in the form of a fake e-
commerce website
– Buy products with FumbleCoins
– Exploit flaws and steal coins from crypto-

wallets
– Buy flags with coins to solve challenges
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What’s included (2/4)

● Lessons/tutorials
– 20+ lessons
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What’s included (3/4)

● Blockchain explorer
– Runs in your web browser
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What’s included (4/4)

● Wallet
– Command line
– Web Wallet (runs in your web browser)
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Requirements

● Linux, macOS
● git
● docker
● docker-compose
● About 3 minutes of your time :)
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How to use it?

● git clone https://github.com/kudelskisecurity/fumblechain.git

● cd fumblechain

● git checkout fumblestore

● cd src/fumblechain

● ./init_ctf.sh

● Wait about 3 minutes

● Browse http://localhost:20801

● Start playing!

http://localhost:20801/
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Tool demo

● Demo
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Live demo available!

● Test it live at https://demo.fumblechain.io
● See fumblechain.io for more information

https://demo.fumblechain.io/
http://fumblechain.io/
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Run it on your own machine

● Open source project
– kudelskisecurity/fumblechain @ Github

– Community effort

● Contributions are welcome
– New challenge ideas
– New lessons

● Start hacking today!

https://github.com/kudelskisecurity/fumblechain
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Thank you

● Questions?

● fumblechain.io
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